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Overview 
• Can DRM operate in an “Open Environment”? 
• DRM covers
• Rights {License} Management
• Rights Enforcement
• Open Environment
• Sharing, Low Trust...
• License Management “challenged” by
• Depends on Rights Expression Language
• Depends on client platforms capabilities
• Enforcement is difficult
License Mgt “Pathways”
• Registration
• Expressing the License Terms & Conditions
• Certification
• “Trusted” Assertions
• Awareness
• Dissemination and Exposure
• Archiving
• License records management
• Rewarding
• Attribution, $
• Contract
• Target Asset
• Parties (roles)
• Permissions (+constraints)
• Prohibitions
• Duties (for all parties)
• Admin Metadata
• Digital Signature
• Rights Expression Languages
• CC, ODRL, MPEG REL...
What is a License?
UK JISC DRM Study 2004 <http://www.intrallect.com/drm-study/>
RIM
• Pre-defined Licenses aimed at sharing open content
• Attribution, Attribution-NonCommercial...
• Developing Nations, Sampling...
• Mix and match from the following
• Permissions
• rights granted by license (eg reproduce)
• Prohibitions
• things prohibited by license (eg commercial)
• Requirements
• restrictions imposed by license (eg attribution)
Creative Commons
License Stream
License Stream
License Stream
<License rdf:about="http://creativecommons.org/licenses/by-nc-nd/2.5/">
  <permits rdf:resource="http://web.resource.org/cc/Reproduction"/
  <permits rdf:resource="http://web.resource.org/cc/Distribution"/
  <requires rdf:resource="http://web.resource.org/cc/Notice"/
  <requires rdf:resource="http://web.resource.org/cc/Attribution"/>
  <prohibits rdf:resource="http://web.resource.org/cc/CommercialUse"/>
</License>
Where is the License?
• License is a URL and a logo attached 
• Usually link to content and license from web page
• Very easy to detach the two
• And will breach the license conditions
• No generic “packaging” format for both exists or 
deployable today
• ad-hoc support for some formats
• mp3, pdf
Implicit License?
“Consumers Fight Copy Protection” International Herald Tribune 12-13 Nov 2005
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Discovery
Discovery
Discovery
Matching Semantics
• The CC REL is a compact rendering of the semantics 
of the legal licenses
• In most cases the REL captures the broad license 
conditions, such as the right to produce derivatives, 
or prohibits commercial usage
• However, in some cases, the REL does not capture 
these semantics
• Example: CC Sampling licenses
Sampling Licenses
• 3 licenses: Sampling, Sampling Plus, Noncommercial 
Sampling Plus
• “People can take and transform pieces of your work 
for any purpose other than advertising, which is 
prohibited. Copying and distribution of the entire 
work is also prohibited.”
• No new machine semantics defined
• only 3 new license identifiers (URIs)
• No “prohibition” for “advertising”
• “copying” not allowed but “Reproduction” is in 
machine code?
Who? How?
Attribution - credit must be given to 
copyright holder and/or author
Extensibility
• CC licenses lack extensibility of its machine-readable 
REL
• UK Common Information Environment (CIE) report 
on the use of Creative  Commons in the public and 
education sectors raised a number of areas where 
the  CC licenses lacked support, including: 
• Geographic restrictions 
• Sector restrictions 
• Third party material (including limited duration) 
• No endorsement clause
• BBC Archive - UK only constraint
ODRL Initiative
• Open Digital Rights Language <odrl.net>
• Originally developed by IPR Systems
• Incorporated REL’s from Nokia & Real Networks
• Created an open and free Initiative
• Independent Governance Board
• Working Groups (V2.0, Profiles...)
• Standards adoption
• Open Mobile Alliance (OMA) DRM spec
• largest commercial deployment
• Published as W3C Note
The ODRL REL
• ODRL/CC joint Working Group
• Express CC semantics in richer ODRL language
• http://odrl.net/Profiles/CC/
• Specify
• Rights Holders (and all parties)
• Details for Attribution
• Country locations constraint
• Identify the asset
• Richer set of Terms (Profiles)
• Explicit Agreement now possible
ODRL/CC Profile Mapping
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NIKKY - License Packager
NIKKY - License Packager
...
<o-ex:offer>
! <o-ex:context>
! ! <o-dd:reference>http://
creativecommons.org/licenses/by-nc-sa/2.0/
! ! </o-dd:reference>
! </o-ex:context>
! <o-ex:asset>
! ! <o-ex:context>
! ! ! <o-dd:uid>urn:a.mp3</o-dd:uid>
! ! </o-ex:context>
! </o-ex:asset>
! <o-ex:permission>
! ! <cc:Reproduction/>
! ! <cc:Distribution/>
! </o-ex:permission>
! <o-ex:constraint>
! ! <cc:NonCommercialUse/>
! </o-ex:constraint>
! <o-ex:requirement>
! ! <cc:Notice/>
! ! <o-dd:attribution/>
! </o-ex:requirement>
! <o-ex:party>
! ! <o-ex:context>
! ! ! <o-dd:uid>NICTA</o-dd:uid>
! ! </o-ex:context>
! ! <o-ex:rightsholder/>
! </o-ex:party>
</o-ex:offer>

<o-ex:agreement>
! ...
! <o-ex:permission>
! ! <cc:Reproduction/>
! ! <cc:Distribution/>
! ! <cc:DerivativeWorks/>
! </o-ex:permission>
! <o-ex:constraint>
! ! <cc:NonCommercialUse/>
! ! <o-dd:spatial>
! ! ! <o-ex:context>
! ! ! ! <o-dd:uid>AU</o-dd:uid>
! ! ! </o-ex:context>
! ! </o-dd:spatial>
! ! <o-dd:purpose>
! ! ! <o-ex:context>
! ! ! ! <o-dd:uid>EDU</o-dd:uid>
! ! ! </o-ex:context>
! ! </o-dd:purpose>
! ! <o-dd:accumulated>P6M</o-dd:accumulated>
! </o-ex:constraint>
! <o-ex:requirement>
! ! <cc:Notice/>
! ! <o-dd:attribution/>
! ! <cc:ShareAlike/>
! </o-ex:requirement>
! <o-ex:party>
! ! <o-ex:context>
! ! ! <o-dd:uid>NICTA</o-dd:uid>
! ! </o-ex:context>
! ! <o-ex:rightsholder/>
! </o-ex:party
! <o-ex:party>
! ! <o-ex:context>
! ! ! <o-dd:uid>Public</o-dd:uid>
! ! </o-ex:context>
! </o-ex:party>
</o-ex:agreement>
Summary
• CC needs more technical clarity and extensibility for 
community-specific requirements
• Needs to adopt more robust ODRL REL
• Based on formal IPR model and requirements
• Proved and deployed in numerous sectors
• License Management challenged in the Open 
Environment
• Tools can be built
• Trust the user community
• Owner expression of rights AND End-User 
awareness of rights is always a good start!
